(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property Organization 

International Bureau 




(43) International Publication Date (10) International Publication Number 

23 August 2001 (23.08.2001) PCT WO 01/61696 Al 



(51) International Patent Classification 7 : G11B 20/00 (81) Designated States (national): AE, AG, AL, AM, AT, AU, 

AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CR, CU, CZ, 

(21) International Application Number: PCT/GB0 1/00621 DE, DK, DM, DZ, EE, ES, FI, GB, GD, GE, GH, GM, HR, 

HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR, 

(22) International Filing Date: 14 February 2001 (14.02.2001) LS, LT, LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ, 

NO, NZ, PL, FT, RO, RU, SD, SE, SG, SI, SK, SL, TJ, TM, 
(25) Filing Language: English TR, TT, TZ, UA, UG, US, UZ, VN, YU, ZA, ZW. 



(26) Publication Language: 



English 



(30) Priority Data: 
0003531.1 



15 February 2000 (15.02.2000) GB 



(71) Applicant (for all designated States except US): MACRO- 
VISION EUROPE LIMITED [GB/GB]; Woodley House, 
Crockhamwell Road, Woodley, Reading. Berkshire RG5 
3JP (GB). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): HEYLEN, Richard, 
A., A. [GB/GB]; 227 Otley Road, Leeds LSI 6 5LQ (GB). 
EDWARDS, Roger [GB/GB]; Woodley House, Crock- 
hamwell Road, Woodley, Reading, Berkshire RG5 3JP 
(GB). 

(74) Agent: NEEDLE, Jacqueline; W.H. Beck, Greener & 
Co., 7 Stone Buildings, Lincoln's Inn, London WC2A 3SZ 
(GB). 



(84) Designated States (regional): ARIPO patent (GH, GM, 
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian 
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European 
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, 
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF, 
CG, CI, CM, GA, GN, GW, ML. MR, NE, SN, TD, TG). 

Published: 

— with international search report 

— before the expiration of the time limit for amending the 
claims and to be republished in the event of receipt of 
amendments 

For two-letter codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations " appearing at the begin- 
ning of each regular issue of the PCT Gazette. 



= (54) Title: THE COPY PROTECTION OF DIGITAL AUDIO COMPACT DISCS 



CONTROL AND 

DISPLAY 
S~ SYMBOL 



FRAME 0 



ONE SECTOR CONTAINS 98 FRAMES 



FRAME 0 



FRAME 1 



FRAME 2 



SECTOR WITH 99 FRAMES 



"FRAME 98" 



o\ 

SO 
NO 

o 
O 



(57) Abstract: The ability of a data reader, such as a CD-ROM drive, to access, extract, or otherwise read the data on a digital audio 
compact disc provides a problem for the music industry. A user can use his CD-ROM drive to read the data from an audio disc 
into a computer file, and then that data can be copied. To provide copy protection, errors are deliberately introduced into the data 
on a CD, but these errors are of a type which are generally transparent to an audio player but which will interfere with the reading 
of the audio data by a data reader. According to the standards, the data on a CD is encoded into frames by EFM (eight to fourteen 
modulation). Each frame has sync data, sub-code bits providing control and display symbols, data bits and parity bits, and includes 
24 bytes of data, which is audio data for a CD-DA. The standard requires that 98 such frames are grouped into a sector. To provide 
copy protection, each sector is provided with a non-standard number of frames, for example, has 99 rather than 98 frames. Then the 
SO and SI sub-code synchronisation patterns are placed one frame later than they otherwise would be, but the data within each frame 
remains the same. An audio player would divide the 24 bytes of data from each frame of the sector into 4 byte samples and continue 
playing the disc, albeit with an inaccurate time display. Howewer, a data reader used to read audio data from the CD-DA to enable 
a copy to be made, would produce a copy having a degraded quality of sound. 
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I 

THE COPY PROTECTION OF DIGITAL AUDIO COMPACT DISCS 

The present invention relates to a method of copy protecting a digital 
audio compact disc, and to a copy protected digital audio compact disc. 

5 

Digital audio compact discs (CD-DA) which carry music or other audio can 
be played or read by more sophisticated apparatus, such as CD-ROM drives. 
This means, for example, that the data on a CD-DA acquired by a user may be 
read into a PC by way of its ROM drive and thus copied onto another disc or 
10 other recording medium. The increasing availability of recorders able to write to 
CDs is therefore an enormous threat to the music industry. 



In an earlier proposed method, a digital audio compact disc is copy 
protected by rendering control data encoded onto the disc incorrect and/or 
15 inaccurate. The incorrect data encoded onto the CD is either inaccessible to, or 
not generally used by, a CD-DA player. Therefore, a legitimate audio CD bought 
by a user can be played normally on a compact disc music player. However, the 
incorrect data renders the CD unplayable by a CD-ROM drive. 

20 However, as the audio compact disc is rendered unplayable on a CD- 

ROM drive, the user is also prevented from using the CD-ROM drive legitimately 
simply to play the music or other audio on the disc. 

It clearly would be advantageous to provide a method of copy protection 
25 for a digital audio compact disc which, whilst preventing the production of usable 
copy discs, would not prevent or degrade, the playing of legitimate audio discs 
on all players having the functionality to play audio discs. 

According to a first aspect of the present invention there is provided a . 
30 method of copy protecting a digital audio compact disc, wherein control data is 
encoded on the compact disc, the copy protection method comprising the step 
of rendering selected control data incorrect and/or inaccurate whereby the 
incorrect and/or inaccurate control data interferes with the reading of audio data 
from the digital audio compact disc. 
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Generally, the incorrect and/or inaccurate control data is arranged such 
that it cannot be corrected by the error correction arrangements of available data 
readers. The error correction arrangements of some data readers may 
ostensibly provide "corrections", but will thereby incorrectly render any data 
5 extracted. Other data readers will be prevented from extracting the data 
because of their inability to correct the errors. 

With an embodiment of the invention, the incorrect data encoded onto the 
CD would either be ignored or would otherwise not generally have an effect on 
10 the playing of the audio data on the disc. Therefore, a legitimate audio CD 
bought by a user can be played normally on any player able to play audio data. 
However, if a copy of the copy protected CD is made by reading the audio data, 
playing of that copy CD is either prevented or the sound it is able to produce is 
degraded. 

15 

In the description and claims of this specification, the term "audio player" 
is used to refer to players and drives arranged or controlled to play the audio 
data on a digital audio compact disc. Such players will include, therefore, 
commercially available CD music players which function solely to play the music 
20 or other audio on the CD. It is required that the incorrect data encoded onto the 
CD does not generally impinge on, or effect the normal operation of such an 
"audio player". 

In the description and claims of this specification, the term "data reader is 
25 used to refer to all players and drives arranged or controlled to read the data on 
the disc, for example, by extracting or otherwise accessing the data, on the disc. 
Such players will include, therefore, CD-ROM drives when configured or 
controlled to read or extract data from the disc. In this respect, it is required to 
enable a CD-ROM drive, for example, to play a legitimate CD-DA, but to prevent 
30 such a CD-ROM drive from being used to make a usable copy of the disc. 

In an embodiment of a method of the present invention, the data encoded 
on the compact disc which has been rendered incorrect is the structure of a data 
sector on the compact disc. 

35 
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A method of the present invention may additionally and/or alternatively 
have other control data which is incorrect and/or inaccurate. 

It is well known that the data on a compact disc is encoded into frames, 
5 and conventionally 98 such frames are grouped into a sector. In a preferred 
embodiment of a method of the present invention, the number of frames 
grouped in each sector is changed from the standard. 

The applicants have established that the sound reproduced on an audio 
io player from a compact disc having 97 or 99 frames per sector does not suffer 
any degradation in quality. By contrast, if the data which has been recorded in 
this way is re-recorded by use of a data reader the quality of the sound is 
degraded. Missing samples show up as phase noise which tends to be 
unpleasant. 

15 

Clearly, the number of frames per sector can be chosen as required, to 
meet the particular circumstances. 

Preferably, the control data encoded on the compact disc is altered prior 
20 to mastering of the disc. Specifically, the encoder used in the mastering process 
has its parameters changed to change the frame structure of the mastered disc. 

The present invention also extends to a copy protected digital audio 
compact disc, wherein control data is encoded on the compact disc, and 
25 wherein selected control data has been rendered incorrect and/or inaccurate, 
the incorrect and/or inaccurate control data being arranged to interfere with the 
reading of audio data from the digital audio compact disc. 

Generally, the incorrect and/or inaccurate control data is arranged such 
30 that it cannot be corrected by the error correction arrangements of available data 
readers. 

In a preferred embodiment of a copy protected digital audio compact disc 
of the present invention, the data is encoded on the compact disc in frames, and 
35 the frames are grouped in sectors, wherein there is a non-standard number of 
frames in each sector. 
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A copy protected digital audio compact disc of the invention may have 
non-standard sectors only, or may have other control data which is incorrect 
and/or inaccurate. 

5 

Embodiments of the present invention will hereinafter be described, by 
way of example, with reference to the accompanying drawings, in which:- 

Figure 1 shows schematically a compact disc showing the spiral data 

10 track, 

Figure 2 shows a schematic of an audio player for CDs, 
Figure 3 shows the structure of a frame of data encoded on a CD, 
Figure 4 shows a single sector in which a number of frames are grouped, 
Figure 5 shows a standard sector, as Figure 4, together with a non- 
15 standard sector, 

Figures 6a and 6b show the manner in which a data reader deals with 

sectors, Figure 6a showing the receipt of standard sectors, and Figure 6b 

showing the use of a non-standard sector, and 

Figure 7 illustrates the use by an audio player of frames of data arranged 
20 in a non-standard sector. 

A digital audio compact disc (CD-DA), which carries music and is to be 
played on an audio player such as a conventional CD disc player, is made and 
recorded to a standard format known as the Red Book standards. As well as 
25 defining physical properties of the disc, such as its dimensions, and its optical 
properties, such as the laser wavelength, the Red Book also defines the signal 
format and the data encoding to be used. 

As is well known, the use of the Red Book standards ensure that any CD- 
30 DA produced to those standards will play on any audio player produced to those 
standards. 

Figure 1 shows schematically the spiral track 4 on a CD 6. This spiral 
track 4 on a CD-DA is divided into a Lead-in 8, a number of successive music or 
35 audio tracks as 1 0, and a Lead-Out 12. The Lead-In track 8 includes a Table of 
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Contents (TOC) which ide ntifies for the player the tracks to follow, whilst the 
Lead-Out 12 gives notice that the track 4 is to end. 

An audio player always accesses the Lead-In track 8 on start up. The 
5 music tracks may then be played consecutively as the read head follows the 
track 4 from Lead-in to Lead-Out. Alternatively, the player navigates the read 
head to the beginning of each audio track as required. 

To the naked eye, a CD-ROM looks exactly the same as a CD-DA and 
10 has the same spiral track divided into sectors. However, data readers, such as 
CD-ROM drives, are much more sophisticated and are enabled to read data, 
and process information, from each sector of the compact disc according to the 
nature of that data or information. A data reader can navigate by reading 
information from each sector whereby the read head can be driven to access 
15 any appropriate part of the spiral track 4 as required. 

To ensure that any data reader can read any CD-ROM, the compact discs 
and readers are also made to standards known, in this case, as the Yellow Book 
standards. These Yellow Book standards incorporate, but extend, the Red Book 
20 standards. Hence, a data reader, such as a CD-ROM drive, can be controlled to 
play a CD-DA. 

The ability of a data reader to access, extract, or otherwise read the data 
on a CD-DA provides a problem for the music industry. A user can use his CD- 
25 ROM drive to read the data from an audio disc, for example, into a computer file, 
and then that data can be copied. The increasing availability of recorders able 
to record onto compact discs means that individuals and organisations now 
have easy access to technology for making perfect copies of audio compact 
discs. This is of great concern to the music industry. 

30 

An audio player, be it a dedicated compact disc music player, or a more 
sophisticated CD-ROM drive being controlled to play an audio disc, only looks 
for and uses data encoded to Reef Book standards. What is more, if there 
appears to be an inaccuracy in the data, an audio player will generally continue 
35 to play rather than trying to correct the error. For example, if the read head has 
navigated to the start of a track and commenced to play that track, the audio 
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player will continue to play that track to its end, even if it becomes apparent that 
there is some error in the timing information, for example. By contrast, a data 
reader is arranged to identify and correct errors. The present invention therefore 
suggests that errors should be deliberately introduced into the Red Book data, 
5 but that these errors should be of a type which are generally transparent to an 
audio player but which will interfere with the extraction or reading of the audio 
data by a data reader. By this means, the data reader is either unable to read 
the audio disc, and/or produces copies with degraded sound. 

10 As the data encoding on a CD-DA and on a CD-ROM is well known and 

in accordance with the appropriate standards, it is not necessary to describe it in 
detail herein. 

Briefly, the data on a CD is encoded into frames by EFM (eight to 
15 fourteen modulation). Figure 3 shows the format of a frame, and as is apparent 
therefrom, each frame has sync data, sub-code bits providing control and 
display symbols, data bits and parity bits. Each frame includes 24 bytes of data, 
which is audio data for a CD-DA. The sub-code symbols, P,Q,R,S,T,U,V,W are 
arranged in sub-code blocks and each has the sync patterns SO and S1 as the 
20 first two symbols. 

The standard requires that 98 such frames are grouped into a sector. 
The start of each sector is defined by the appearance of the symbol SO as the 
subcode symbol of the first frame and by the appearance of the symbol S1 as 
25 the subcode symbol of the following frame, as is shown in Figure 4. 

Figure 2 shows schematically an audio player for a CD 6. As can be 
seen, the analogue signal detected by the optical system, generally referenced 
14, is converted by converter 16 into digital EFM form. The EFM data is 
30 decoded at decoder 18 and is subject to error correction at stage 20. The 

resulting 24 bytes of data obtained from each frame are split into 4 byte samples 
and are clocked at a constant rate into a digital to analogue converter 22 to 
produce the audio output signal. 

35 The present invention proposes that each sector should have a non- 

standard number of frames as illustrated in Figure 5 where a standard 98 frame 
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sector is shown adjacent a sector having 99 frames. In the non-standard 
arrangement shown in Figure 5, the SO and S1 sub-code synchronisation 
patterns are placed one frame later than they otherwise would be. The data 
within each frame remains the same. This means, therefore, that there is an 
5 extra frame F in each sector. 

We have seen that in an audio player, the 24 bytes of data from each 
frame of a sector are divided into 4 byte samples. The audio player would treat 
a 99 frame sector, as shown in Figure 5, in a similar manner as indicated in 
Figure 7. However, a data reader arbitrarily decides how to break up each 
sector of 2352 bytes (98 frames x 24 bytes) and the data reader is geared 
towards acquiring and manipulating 2352 byte sectors. With an extended sector 
having 99 frames, as shown in Figure 5, the data reader will have to omit some 
of the bytes it has acquired from one sector. Effectively, the data reader will 
omit six samples every sector, or six samples every 1/75th of a second, and 
these omitted samples show up as phase noise. 

Thus, if a data reader is used to read audio data from the CD-DA to 
enable a copy to be made the quality of sound from the resultant copy will be 
20 degraded. 

A conventional audio player is affected by the larger number of frames in 
that the time counter will be somewhat slower when the disc is playing. This 
means that any time elapsed displays on the audio player may be inaccurate. 

25 

This invention shows that the use of sectors with a non-standard number 
of frames is effective to copy protect CD-DAs. Clearly, the number of frames in 
a sector can be chosen to meet particular circumstances. The upper or lower 
limits to the changes which can be made will depend, for example, upon factors 
50 such as the design of a particular data reader, and as to whether other incorrect 
or inaccessible control data is additionally incorporated on the disc. 

It will be apparent that the method described and illustrated is just one 
example of a method in which the audio data obtained by reading a copy 
is protected disc can be corrupted by the use of non-standard sectors. Other 
examples are possible. Furthermore, the nature of the corruption which results 
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5 



10 



will depend not only upon the variations made to the structure of the data 
sectors, but also upon the design of the data reader used. 

It will be appreciated that the non-standard sectors may be incorporated 
alone on a compact disc to provide copy protection. Alternatively, other 
incorrect or inaccessible control data may be additionally incorporated on the 
compact disc. 

It will be appreciated that variations in and modifications to the 
embodiments described and illustrated may be made within the scope of this 
application. 
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CLAIMS 

1 . A method of copy protecting a digital audio compact disc, wherein control 
data is encoded on the compact disc, the copy protection method comprising the 

5 step of rendering selected control data incorrect and/or inaccurate whereby the 
incorrect and/or inaccurate control data interferes with the reading of audio data 
from the digital audio compact disc. 

2. A method of copy protecting a digital audio compact disc as claimed in 
10 Claim 1 , wherein the incorrect and/or inaccurate control data is arranged such 

that it cannot be corrected by the error correction arrangements of available data 
readers. 

3. A copy protection method as claimed in Claim 1 or Claim 2, wherein the 

15 incorrect data encoded onto the compact disc is arranged either to be ignored or 
to otherwise not generally have an effect on the playing of audio data from the 
disc. 

4. A copy protection method as claimed in any preceding claim, wherein the 
20 data encoded on the compact disc which has been rendered incorrect is the 

structure of a data sector on the compact disc. 

5. A copy protection method as claimed in any preceding claim, wherein the 
data on the compact disc is encoded into frames which are grouped into a 

25 sector , and wherein the number of frames grouped in each sector is changed 
from the standard. 

6. A copy protection method as claimed in any preceding claim, wherein the 
control data encoded on the compact disc has been altered prior to mastering of 

30 the disc. 

7. A copy protection method as claimed in Claim 6, comprising the step of 
changing the parameters of an encoder used in the mastering process to 
change the frame structure of the mastered disc. 
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8. A copy protected digital audio compact disc, wherein control data is 
encoded on the compact disc, and wherein selected control data has been 
rendered incorrect and/or inaccurate, the incorrect and/or inaccurate control 
data being arranged to interfere with the reading of audio data from the digital 

5 audio compact disc. 

9. A copy protected digital audio compact disc as claimed in Claim 8, 
wherein the incorrect and/or inaccurate control data is arranged such that it 
cannot be corrected by the error correction arrangements of available data 

io readers. 

10. A copy protected digital audio compact disc as claimed in Claim 8 or 
Claim 9, wherein the data is encoded on the compact disc in frames, and the 
frames are grouped in sectors, wherein there is a non-standard number of 

15 frames in each sector. 

11. A copy protected digital audio compact disc as claimed in any of Claims 8 
to 10, wherein the compact disc has non-standard sectors only. 

20 12. A copy protected digital audio compact disc as claimed in any of Claims 8 
to 10, wherein the compact disc has non-standard sectors, and additionally has 
other control data which is incorrect and/or inaccurate. 

13. A method of copy protecting a digital audio compact disc substantially as 
25 hereinbefore described with reference to the accompanying drawings. 

14. A copy protected digital audio compact disc substantially as hereinbefore 
described with reference to the accompanying drawings. 
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